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Phase oscillators

Single phase oscillator: θ̇ = ω

Coupled phase oscillators: θ̇i = ωi −
∑

j aij f (θi − θj)

Synchronization: phase-locked θ̇i (t) = θ̇j(t) , ∀i , j .
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Synchronization on networks

Kuramoto model

θ̇i = ωi −
N∑
j=1

aij sin(θi − θj) , for i = 1, ...,N . (1)

ωi : natural frequencies.
aij : adjacency matrix.

Stable fixed point(s)

0 = ωi −
N∑
j=1

aij sin(θ
(0)
i − θ

(0)
j ) , for i = 1, ...,N . (2)

J. A. Acebrón, L. L. Bonilla, Conrad J. Pérez Vicente, F. Ritort, and R. Spigler,
Rev. Mod. Phys. 77, 137 (2005)

Dörfler and Bullo, Automatica 50 (6), 1539-1564, (2014)
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Rev. Mod. Phys. 77, 137 (2005)

Dörfler and Bullo, Automatica 50 (6), 1539-1564, (2014)
Melvyn Tyloo (melvyntyloo.com) Dynamics Days 2024, UC Davis mtyloo@lanl.gov — 1/10/24 4 / 18

https://www.melvyntyloo.com/


Synchronization on networks

Stable fixed point(s)

0 = ωi −
N∑
j=1

aij sin(θ
(0)
i − θ

(0)
j ) , for i = 1, ...,N . (3)

Delabays, MT, Jacquod, Chaos 27(10), 103109 (2017)
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Synchronization on networks

Kuramoto model

θ̇i = ωi −
N∑
j=1

aij sin(θi − θj) , for i = 1, ...,N . (5)

ωi : natural frequencies.
aij : adjacency matrix.

Physical perturbation ωk → ω̃k or akl → ãkl .

Cyber attack θk → f (t) .

J. A. Acebrón, L. L. Bonilla, Conrad J. Pérez Vicente, F. Ritort, and R. Spigler,
Rev. Mod. Phys. 77, 137 (2005)
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Cyber attack

θ̇i = ωi −
∑
j

aij sin(θi − θj) , i ̸= k , i /∈ N (k) , (6)

θ̇i = ωi −
∑
j ̸=k

aij sin(θi − θj)− aik sin[θi − f (t)] , i ∈ N (k) , (7)

Byzantine type of attack.

MT, J. Phys. Complex. 4 045005 (2023).
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Cyber attacks

Byzantine generals problem

By Lord Belbury - Own work This file was derived from:Noun Project - Castle
tower.svg:KnightSilhouette2.svg:, CC BY-SA 4.0,
https://commons.wikimedia.org/w/index.php?curid=108234603
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Robustness of synchronous networks

Size of the basin of attraction

Near equilibrium dynamics

Transitions between fixed points

Synchronization error in the near equilibrium dynamics.
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Robustness of synchronous networks to input signals

Near equilibrium dynamics

0 = ωi −
N∑
j=1

aij sin(θ
(0)
i − θ

(0)
j ) , for i = 1, ...,N . (8)

δθ̇i = −
N∑
j=1

Lij δθj + ηi (t) , for i = 1, ...,N . (9)

ηi (t): input signal.
More complicated for cyber attacks!
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Cyber attacks

δθ̇i =


−
∑

j L̃ij δθj for i ̸= k , i /∈ N (k) ,

−
∑

j ̸=k L̃ij δθj − aik f̃ (t)

for i ̸= k , i ∈ N (k)

ḟ (t) for i = k ,

(10)

δθ̇ = −(L̃+K) δθ + f̃(t) , (11)

(L̃+K) , with eigenvalues 0 < λ1 ≤ λ2 ≤ ... ≤ λN−1 .
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Quantify the impact

Synchronization error

P(t) =
∑
i<j

ãij [δθi (t)− δθj(t)]
2 . (12)

Cyber attack

P(t) =
∑
i ,j

δθi (t) L̃ij δθj(t) (13)

=
∑
α

λ̃α c̃
2
α(t) +

∑
j∈N (k)

δθ2j (t) ,

Solution

c̃α(t) = e−λ̃α t

∫ t

0
eλ̃α t′

∑
j

fj(t
′)ũα,k dt

′ . (14)

Melvyn Tyloo (melvyntyloo.com) Dynamics Days 2024, UC Davis mtyloo@lanl.gov — 1/10/24 13 / 18

https://www.melvyntyloo.com/


Quantify the impact

Synchronization error

P(t) =
∑
i<j
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Robustness of synchronous networks to noise inputs

Uncorrelated white noise

⟨ηi (t)ηj(t ′)⟩ = σ δij δ(t − t ′) (15)

⟨P⟩ = σ2

2

∑
j∈N (k)

ã2jk + σ2
∑
α,β

∑
i ,j ,l∈N (k)

ãik ãjk
uα,iuβ,juα,luβ,l

λα + λβ
. (16)

T1 =
τ0
2

∑
j∈N (k)

ã2jk , (17)

T2 = −τ0
∑
α,β

∑
i ,j ,l∈N (k)

ãik ãjk ãlk
uα,iuβ,juα,luβ,l

λα + λβ
. (18)
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ã2jk , (17)

T2 = −τ0
∑
α,β

∑
i ,j ,l∈N (k)
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Robustness of synchronous networks to noise inputs

T1 =
τ0
2

∑
j∈N (k)

ã2jk , (19)

T2 = −τ0
∑
α,β

∑
i,j,l∈N (k)

ãik ãjk ãlk
uα,iuβ,juα,luβ,l

λα + λβ
. (20)
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Robustness of synchronous networks to noise inputs

Periodic signal

f (t) = γ cos(ω t) , (23)
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Conclusion and future work

So far

Cyber attacks → different from physical perturbations.

Effects of heterogeneity

MT, J. Phys. Complex. 4 045005 (2023).
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